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Is Online Banking Safe?

How to Boost Your Banking Security
When you bank online, you trust that your account is safe from hackers. Even so, online
accounts can seem to consumers like easy targets: Instead of robbing a bank, a criminal could
simply whisk away your money with a few keystrokes.
To combat these concerns — and protect your cash — banks and credit unions have a
number of policies to keep online customer accounts secure. Standard measures include using
firewalls, anti-virus protection on bank computers, fraud monitoring and website encryption,
which scrambles data so only the intended recipient can read it. If you bank online, chances
are your financial institution employs these security measures.
So is online banking already safe?
Online banking is safe when secure bank technology on the back end is met with alert
consumers on the front end. As an account holder, you have a role in making sure accounts
are protected.
Large-scale data breaches get the headlines, but criminals also work on a smaller scale by
attacking consumers directly. For example, fraudsters often use so-called phishing scams, in
which they send out emails pretending to represent a financial institution in the hopes of
hooking an unsuspecting consumer.
The email might suggest there’s a problem with your account and ask for your bank password
or Social Security number. Or it might say you won $100 million, but your account information
is needed to wire the funds. If you reply, the criminal could use the information to illegally
make purchases or withdraw money from your account. Don’t respond to emails that are too
good — or bad — to be true.
Ways to protect yourself
Skip public Wi-Fi for private banking. With a public network, you can’t be totally sure
who sees what you send online, unless each page you visit is encrypted. The security of
your private home network is ideal. If you have to log in while away from home, consider
using your cellular data plan instead of Wi-Fi, or a virtual private network, known as a VPN.
However you choose to log in, check for web page encryption by making sure the address on
the browser starts with “https.” The “s” signals that the page is secure.
Keep anti-virus software current. Make sure yours is up to date on your home computers
and mobile devices.

Choose an institution that uses industry-standard security. You probably already
want a bank or credit union that offers accounts with low fees and high interest rates. Add
“top notch security” to your checklist. Then, make sure your online accounts are backed by
robust technology.
An example is multifactor authentication. Here’s how it works: When logging in, instead of
just asking for a username and password, the financial institution requires you to provide
another piece of information, or factor, to verify yourself. It could be a unique passcode sent
to your smartphone as a text message, or even your own fingerprint. The point is it’s another
layer, one not so easy to steal.
Many of the larger online banks — and traditional institutions with online accounts —
adhere to these standards, so it should be easy to find a bank or credit union that fits the bill.
Change passwords regularly. Use combinations that are difficult to guess, such as a mix
of uppercase and lowercase letters, numbers and symbols. The more complex the password,
the harder it will be to crack and the more likely it will provide protection against hackers.
Ask for text alerts. Many institutions let customers choose to receive alerts via text or email
whenever large transactions are made on their accounts, or if the balance drops to a certain
amount. That way, customers can reach out to the bank immediately if they see a purchase
or transfer they didn’t make, and protect their account against further fraudulent activity. In
addition, customers can dispute unauthorized charges for 60 days after the date of their bank
statement.
» Concerned your account has already been breached? Find out how to act fast to
minimize the damage.
Online banking comes with its own set of risks, but there are also conveniences — monitoring
your balances to avoid fees, depositing checks, sending money to friends and family, and
earning more interest from online-only banks that feature the best rates.
Take steps to protect your accounts while making sure your bank uses industry-standard
security technology. This way you can enjoy the conveniences of banking online while also
keeping your accounts safe.
Margarette Burnette is a writer at NerdWallet. Email: mburnette@nerdwallet.com. Twitter: @Margarette.
The article Is Online Banking Safe? How to Boost Your Banking Security originally appeared on NerdWallet.
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Scholarship Winners

Congratulations to Jared Strangfeld and Zachary Kozlowski for each winning a $500 scholarship from Members’ Advantage
Credit Union. They each wrote an essay and were judged anonymously. The essay requirements were: What features of a financial
institution are most essential for you in your current life stage, and why? These may include products, services, community
involvement, and more. Jared will be attending the University of Wisconsin-Stevens Point. Zachary will be attending the University
of Wisconsin-Green Bay.

DEBT
PROTECTION
To help protect your
family, erase your debt.
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This protection could cancel your loan balance or payments up to the contract maximums.
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Life can be wonderful. But it can also get complicated when unexpected things happen. Protecting your loan balance or loan
payments against death, disability, or involuntary unemployment could help protect your finances.
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This protection could cancel your loan balance or payments up to the contract maximums.

Life Plus adds protection for life events such as accidental dismemberment, terminal illness, hospitalization, family
medical leave, and the loss of life of a non-protected dependent. Protect your loan balance or loan payments today so your
family can worry a little bit less about tomorrow.
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Purchasing protection is voluntary and won’t affect your loan approval. It’s simple to apply. Ask your loan officer about
eligibility, conditions, or exclusions.*
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• Are honorably discharged.
Ask your loan officer to protect what matters most to you.
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*Refer to the member agreement for a full explanation of terms and conditions.
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*Refer to the member agreement for a full explanation of terms and conditions.

Protect your family against the unexpected.
Your purchase of Debt Protection with Life Plus is optional and will not affect your application for credit or the terms of any credit
agreement required to obtain a loan. Certain eligibility requirements, conditions, and exclusions may apply.
*Please contact your loan representative or refer to the Member Agreement for a full explanation of the terms of Debt Protection with Life
Plus. You may cancel the protection at any time. If you cancel protection within 30 days, you will receive a full refund of any fee paid.
DP-1467002.1-0416-0518 ©2017 CUNA Mutual Group, All Rights Reserved.

Focus on…Riley Garski
Riley Garski began working at Members’ Advantage Credit Union in May of 2017 as a part time
MSR.
Riley grew up in Wisconsin Rapids with his parents and one older brother. He graduated from
Lincoln High School in 2017 and is currently attending school at UW-Stevens Point, pursuing a
degree in both political science and economics. Before working for the credit union, Riley worked
for a summer with the Wisconsin Rapids Rafters.
While not at work, Riley enjoys many outdoor
activities including hunting and fishing.
Riley also enjoys going to local theater
performances, even performing on stage
himself with the Lincoln High School Drama
Department while he was in high school.
Riley will be happy to help you with your
financial transactions so stop in and say hi!

Chocolate crackle cookies
4 squares of unsweetened choc.
½ cup oil
2 cups sugar
4 eggs unbeaten
2 tsp. of vanilla
2 cups flour
2 tsp baking powder
½ tsp salt
Mix melted chocolate, oil and sugar.
Add eggs one at a time, beating after each
Add vanilla and flour, baking powder, salt and stir well.
Chill for 1 hour, then make balls and roll in powdered sugar.
Bake at 350 for 10 minutes per pan

$100 CASH REWARD
WITH

EACH NEW LINE

Another BENefit of membership!

INSURANCE BUILT FOR
CREDIT UNION MEMBERS LIKE YOU

YOUR BENS KEEP ADDING UP

Call us, we’ll help you understand all of your
options so you can choose the one that is
best for you and your family.

Life and AD&D 1-855-612-7909
Auto & Home
1-888-380-9287
Visit us at
TruStage.com
TruStage insurance products and programs are designed for credit union members. Your
membership means competitive rates, helpful guidance without sales pressure and quality
products trusted by your credit union. Regardless of your budget, we can help make sure
the protection you need makes sense. It’s all part of smart planning and caring about the
aspirations and achievements of those who matter most.

Designed for credit union members

Here’s how it works:
$100 cash reward
for each new line
activated with Sprint®.*

TruStage® INSURANCE PRODUCTS

$50 cash reward for
each line transferred
into the program.*

$50 loyalty cash
reward every year for
each line activated or
transferred.*

Visit LoveMyCreditUnion.org/Sprint to calculate your cash rewards.

TruStage® Insurance products and programs are made available through
TruStage Insurance Agency, LLC. Life insurance and AD&D insurance are issued
by CMFG Life Insurance Company. Auto and Home Insurance Program are issued
by leading insurance companies.The insurance offered is not a deposit, and is not
federally insured, sold or guaranteed by your credit union.

*Limited time offers. Activ. Fee: Up to $30/line. Credit approval req. Cash Reward Offers: Avail. for eligible credit union members & member employees with qualifying corp. id. (ongoing veriﬁcation). $100

Cash Reward for new smartphone line activ. up to 3 lines. Req. activ. at point of sale. Excludes CL, MBB devices, tablets, Sprint Phone Connect, upgrs., replacements & ports made between Sprint entities
or providers associated with Sprint. Limit one SWP Corp ID per Sprint acct. No add’l. discounts apply. Loyalty Reward: $50/line/yr. Cash Reward up to 3 lines when Sprint acct. remains active and in good
standing each yr. Transfer Reward: Members participating in another discount program are eligible for a $50 Cash Reward for up to 3 smartphone lines transferred to Cash Reward program. Deposit:
Cash Reward issued by CU Solutions Group. Sprint acct. must remain active and in good standing for 31 days to receive Cash Reward. Allow 6-8 wks. for Cash Reward to be deposited to your Credit Union
acct. If the Cash Reward does not appear after 8 wks., visit lovemycreditunion.org/sprintrewards & click on “Cash Rewards Tracker”. Other Terms: Offer/coverage not avail. everywhere or for all phones/
networks. May not be combinable with other offers. Offer, terms, restrictions, & options subject to change & may be modiﬁed, discontinued, or terminated at any time without notice. Restrictions
apply. © 2018 Sprint. All rights reserved. Sprint & the logo are trademarks of Sprint. Other marks are the property of their respective owners.
©2018 CU Solutions Group 05/2018 141224
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If you want to reap financial blessings, you have to sow financially.
–Joel Osteen

brat fry
dates

July 20
August 17
September 21

Visit us on the web
at
www.membersadvantagecu.com

SAVINGS CORNER
Open Deposit
.20% APY*
Share Certificate
($1,000 minimum deposit)
6 month term 1.07% APY*
12 month term 1.61% APY*
18 month term 1.87% APY*
24 month term 1.97% APY*
30 month term 1.97% APY*
36 month term 2.02% APY*
48 month term 2.28% APY*
60 month term 2.58% APY*
IRA Share Certificates
Traditional/Roth/Health Savings
and Education SAs
($1,000 minimum deposit)
12 month term 1.61% APY*
18 month term 1.87% APY*
24 month term 1.97% APY*
30 month term 1.97% APY*
36 month term 2.02% APY*
48 month term 2.28% APY*
60 month term 2.58% APY*
IRA Passbook
.40% APY*
Money Market Sharedraft
($1,000 minimum deposit)
From 0.20% - .40% APY*
Rates are subject to change.
*APY=Annual percentage Yield

OFFICE HOURS
WISCONSIN RAPIDS

7:00-5:00 M-W Drive-up
7:00-6:00 Th-F Drive-up
9:00-5:00 M-F Lobby
9:00-1:00 Sat. Drive-up Only

PLOVER

7:00-5:00 M-W Drive-up
7:00-6:00 Th-F Drive-up
9:00-5:00 M-W Lobby
9:00-6:00 Th-F Lobby
9:00-1:00 Sat. Drive-up Only

24 hr Drive-up ATM
No Surcharge for Members
using a MACU debit card.

MACU will be CLOSED
Wednesday, July 4 - Independence Day
Monday, September 3 - Labor Day

